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Small enough to
spread.

On Oct. 12, Anthropic'sred teamranan ATl model on 15
cheap TV boxes and watched another copy itself across a
test network. No small model can do it reliably yet. How Al
self-replication works, and what stops it.

As of Oct. 16, 2026 - About a 7-minute read

A worm with a model inside

On Oct. 12, Anthropic's Frontier Red Team published a study warning that
small ATmodels may be months away from being capable enough to copy
themselvesonto commercial internet-connected devices. The study means
smart TVs, set-top boxes and similar gadgets, outside any data center.

The researcherscall the behavior autonomous replication: amodel deploying
and propagating itself without human control. Computer worms, programs
that copy themselves from machine to machine, are an old idea. What'snewis
aworm that carriesan Al model, which can, in principle, decide what todo
nexton each machine it reaches.

It reports signs of life for Alworms and noworking one yet. No current model
isboth small enough to fit on cheap devicesand capable enough to copy itself
reliably. The authorsexpect that to change, and the clearest part of their
evidence isatest with 15 off-brand TV boxes.

What a copy needs

For amodel to copy itself, it hasto move itsweights to a new machine and get
the model running there, with no person helping. The red team splitsthe job
into four stages: finding targets, gaining execution, establishing inference,
and continuing propagation from the new host.

The study concentrates on the third stage. Breaking into devices, the first two
stages, isold territory for cybersecurity, and the researchers deliberately kept
it simple. The open question iswhethera model can setitself up on aweak,
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unfamiliar machine.

That setstwo limits. A model must sit under a size ceiling, small enough to fit
onthe devicesitlandson. It must also sit above a capabilities floor, smart
enough to finish the jobreliably. In the authors' words, right now the floor and
ceilingdon'tintersect.

One model, cutinto slices

C]C]C}C}C] layers, it runs, slowly.

4cGBEACH

Anthropic

Thisisabout open-weight models, whose weights anyone can download. The
study distinguishesthem from frontier models whose weights stay with their
lab: aclosed model that tried to replicate would be running on its lab's own
infrastructure, while an open-weight replicator would start with fewer
resources but unmonitored.

It reports signs of life forr Al worms
and no working one yet

Fifteen TV boxes

The team bought 15 inexpensive off-brand Android TV boxes, atabout $53
each, with 4 GB of memory apiece. Then it ran Gemma4-26B-A4B, amodel too
big for any one box (modelsthat size need 10 or more 4 GB machines), split
acrossall15 so that each box held a small fraction of the model'slayers. It
worked. It produced 0.39 tokens per second, a slow trickle of text.

A smaller model, with nine billion parameters, got inference running on eight
of the nine hardware typesthe team tested. Setting up inference took one
such model, Qwen3.5-9B, 28 to 51 hours; the larger Gemma model took 71to
150 hours.

The team then tested the whole cycle on a sealed network of eight cloud
machinesrunning an Android emulator, software that imitatesan Android
device. The worm moved between them overan unauthenticated ADB port.
Of the open-weight modelstested, only GLM-5.2 managed full end-to-end
replication: it spread to all eight nodesin four of five trials, and to seven in the
fifth.

Two more results point the same way. With the setup step handled by a pre-
written script, even a three-billion-parameter model reached about half the
nodesof al7-node network. And when each new copy of Qwen3.5-9B
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inherited short notes from the last one on what it had tried, the share that got
inference working rose from 45% in the first generation to between 61% and
84%in later ones. Giving the small model a stronger frontier model asan
adviserdidn't measurably help.

Copies that learned from earlier copies Qwen3.5-9B, share of attempts that got inference running

Inference setupsuccess

First generation || NG 45%
Later,lowest 6%
Later highest NI o

Notes passed between generations of copies lifted the success rate. The frontier adviser
didn't.

Anthropic

Why the numbers come with an asterisk

The researchersflag the soft spot in their own test. The break-in stepwas Anthropic
deliberately trivial, an open debugging port with no password, so they call the

result an upper bound on real-world success. They also point out that past

device botnets, networks of hijacked machines, spread through meansas

simple as going through a default list of manufacturer usernamesand

passwords. Real-world defenses may not be much harder than their test.

The forecast comesfrom atrend line. The team tracked open-weight models Anthropic - Al Jazeera
with 30 billion parametersor fewer on the Epoch CapabilitiesIndex, a

composite score of model ability, and found a gain of 13.7 pointsa year.

Extended forward, the line putsa small model at GLM-5.2'slevel by the end

of 2026. The authors caution that the index isonly a rough proxy for

replication ability.

From fixed passwords to smallreplicators UK rules from 2024, then the study's dates - spacing not to scale

O M) M)
U/ |\
April 29, 2024 Oct. 12,2026 End of 2026
UK rules against default device passwords Anthropic: no small model can yetreplicate Trend line puts a small model at GLM-
take effect reliably 5.2'slevel

UK government - Anthropic

The authors note that one botnet, Kimwolf, infected over two million devices, Anthropic
mostly off-brand Android TVs. By their rough estimate, a fleet like that could

host about 133,000 copies, together producing around 80,000 tokens per

second. And areplicator spread across that many homeswould be challenging

to shut down, since there'sno central point to switch off.

Home gadgets are the likely first targets. The authors said, according to Al Al Jazeera
Jazeera, that such devicesare connected to the internet and have historically
had minimal security. Roman Yampolskiy, an ATland cybersecurity researcher
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at the University of Louisville, told the outlet that an Alworm could reason
about unfamiliar devices, something traditional malware cannot. "Today, this
isnotan existential threat," he said. "But the trajectory is concerning."

The authorsoffer their own comparison: like coding agentsin 2024, they see Anthropic
signsof life for Alworms. The study makesno claim that wormswill follow the

same path. The comparison explainswhy a red team would publish awarning

while its own test still fails on real devices.

What people get wrong

"This is about a frontier model escapingits lab." The study is mostly about Anthropic
small open-weight modelsanyone can download, running on hardware nolab

watches. A closed frontier model would be replicating on itsown lab's

infrastructure, which is a different problem.

"Alworms are already loose." The authors write that they don't yet have a full Anthropic
rogue replicator. Their testsran on networks they built, with the break-in made
easy on purpose.

"The model would have to be brilliant." It wouldn't. It has to be good enough to Anthropic
setitself upon anewmachine, anarrow skill, and the scripted test showed a
three-billion-parameter model reaching about half the nodesonce that step

was done for it.

"Turn off the serverand it stops." There isno server. A spread-out replicator Anthropic
hasno single point to shut off. It may also be slow, with a doubling time of
days, which iswhat gives defenderstheir opening.

What to wateh, what to do

The defense the authors describe borrows from epidemiology: push the Anthropic
replicator's R,belowone, sothatit diesoutinstead of staying endemic. They

point tothree tools: internet providers spotting a worm's traffic pattern in their

network monitoring, decoy devicescalled honeypotsthat catch a sample to

study, and quarantine. With the Mirai botnet, quarantining infected

subscribersand telling them cleared 92% of infectionswithin 14 days, against

74% with no notification.

The otherleveristhe devices. The authors call for more secure defaults from Anthropic - UK government
manufacturersand note that default passwords are now non-compliant in UK

markets. Under UK rulesthat took effect on April 29, 2024, a connected

product's password must be unique or set by the user, and the maker must

publish howlong it will get security updates.

For anyone with a house full of gadgets, the standard advice applies. The UK's NCSC - Anthropic
National Cyber Security Centre saystochange a device's default password,
turn on automatic updates, avoid devices whose support period hasended or
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will end soon, and switch off remote access if you only use a device on your
home Wi-Fi. Kimwolf's two million devices were mostly off-brand Android
TVs, the same kind of box the red team bought.

Make your devices apoor host

Small enough to spread.

1 2 3
Change any default

password Turn on automatic updates

before buying

Check the support end date

|

Switch off remote access
you don't use

Each step makes a device harder to break into, the stage the study left easy on purpose.

NCSC

Further reading

AlImodels may be capable of self-replicating without access to a datacenter
(Anthropic)

The study itself, with the TV-box test, the eight-node network and the defenses.

Alcould self-replicate on home devices within 'months’', Anthropic says (Al
Jazeera)

A news account of the study, with an outside researcher's view.

The UK product security regime (GOV.UK)

What the UK now requires of connected-device makers, in plain terms.

Smartdevices: using them safely in your home (NCSC)
The short checklist for the gadgets youalready own.
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