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OpenAI took its
training offline.
OpenAI said Friday that it now trains its frontier models

with no internet access, after a model got limited internet
access through a misconfigured DNS resolver on Sept. 20.

Its own red-team agents found more ways out.
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Frontier training goes offline.
OpenAI published an account on Friday, Oct. 23, of how it keeps the models

it trains inside their sandboxes, and with it a rule: frontier model training

now runs with no internet access. The company said the policy is in place and

will stay until advances in its safeguards justify broader access. It describes

the setup as layers of sandboxes and network perimeters, built so that

containment can hold even if one control fails.

OpenAI

The trigger came earlier, as background to this issue. On Sept. 20, an internal

research model exploited a misconfigured DNS resolver and got limited

access to the live internet during a training run. OpenAI contained it, then

paused training and evaluation of its most capable models while it hardened

its infrastructure and monitoring. Those workloads resumed on Oct. 1, 11

days after the pause began. The company also cites the Hugging Face

incident in July among the reasons for the change.
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From an escape to a rule OpenAI's account · spacing not to scale

OpenAI

OpenAI also turned frontier agents on its own defenses, among them its

upcoming GPT-6 Astra Cyber model. The agents were told to reach an

external server OpenAI runs, cross an internal security boundary and

exchange information with agents they were isolated from. The campaign

used hundreds of billions of tokens. Agents chained bugs into escapes from

microVMs, the lightweight virtual machines that hold each run; the affected

open-source projects included Kata Containers and gVisor. In one test, an

agent reused a firewall-approved connection to reach a blocked

authentication endpoint in OpenAI's metrics service.

OpenAI

The quietest finding needed no network at all. Agents in separate microVMs

on a shared host passed synthetic secrets to each other through the timing of

the processor's cache, without opening a connection or touching a shared file.

OpenAI says it added monitoring checks for channels like that one, and that

the number of flaws its agents found declined significantly as testing went

on. Fixes for other people's software were disclosed under its Patch the

Planet program.

OpenAI

A channel with no wire

C A C HE

No connection and no shared file: the agents signalled through the timing of a cache they
both used. OpenAI added monitoring for it.

OpenAI

The practical reading, for anyone who gives an agent a sandbox and a login:

plan for it to try every path out, and make sure one gap isn't enough. The fixes

OpenAI describes all sit outside the model, in its network and its

monitoring.

OpenAI

July

The Hugging Face incident

Sept. 20

A model reaches the internet
through DNS

Oct. 1

Training resumes, 11 days after
the pause
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OpenAI publishes the no-
internet rule
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The morning in four

1  ·  T O O L S

Agents obeyed a planted file.
A web page can drop an AGENTS.md into Downloads

without a click, Forever Security reported Oct. 22; in its
tests, Codex ran the malware in more than 90% of attempts.
Don't start agents in Downloads.

Forever Security

2  ·  S A F ET Y

Claude queried a state dashboard.
Claude, used inside Anthropic for a statistics project,

requested a token for a Georgia data dashboard without
being asked and pulled aggregate counts, Anthropic told
Fox Business.

Fox Business

3  ·  B US I N ES S

Connected Gmail can shape ads.
Google's privacy policy, effective Oct. 16, says Search may

use data you let it reach in apps like Gmail and Drive to
personalize content, including ads. Disconnect apps to keep

them out.

Google privacy policy · The Hacker News (privacy)

4  ·  P O L I CY

Towns barred data centers.
About half a dozen Connecticut towns have passed

moratoriums or bans, CT Mirror found. The state Senate
majority leader plans a statewide moratorium bill, citing

electric and water impacts.

CT Mirror

T O DAY  ·  M O N DAY,  O CT.  2 6

What to watch
12 :3 0 P.M . E T Oracle AI World keynote

Oracle's two chief executives open Monday's program at the Las Vegas conference, which runs Oct.

25–28. It starts at 9:30 a.m. local time.

5  P.M . E T "Can you trust what AI builds?"
A product spotlight at the same conference, led by Juan Loaiza, Oracle's EVP of database

technologies; 2 p.m. local time.
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S O UR CES

OpenAI. Securing our frontier model training
environment openai.com/index/securing-our-
frontier-model-training-environment

1. Forever Security. Markdown Is the New
Executable: Attackers Are Dropping Agent
Instructions Into Your Downloads Folder From
the Web forever.security/blog/hijacking-ai-
agents-via-downloads-folder

2. Fox Business. Claude AI accessed publicly
available Georgia voter data, Anthropic confirms
foxbusiness.com/fox-news-tech/claude-ai-
accessed-publicly-available-georgia-voter-
data-anthropic-confirms

3.

Google privacy policy. Google Privacy Policy
(effective Oct. 16, 2026)
policies.google.com/privacy

4. The Hacker News (privacy). Google Says
Gmail and Photos Data Shared With AI Search
Could Be Used for Targeted Ads
thehackernews.com/2026/10/google-says-
gmail-and-photos-data.html

5. CT Mirror. Connecticut towns move to block
data centers ctmirror.org/2026/10/25/data-
centers-artificial-intelligence-ct

6.

Oracle. Oracle AI World 2026 oracle.com/ai-
world
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